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Abstract

In this user guide we extend the content of a previous guide [3] to explain how the Globus
toolkit plus additional software can be used to set up a Web portal for access to remote
computing resources, applications and data.

Here we concentrate on the traditional Common Gateway Interface (CGI) mechanism. A
separate guide will be produced describing the use of the Globus Java Commodity Grid
Toolkit (CoG), JRMI and JINI.

We provide some comments on current portal initiatives worldwide including GridPort,
HotPage, GCT, GPDK and the GRB.

Keywords: Globus, Netscape, GridPort, MyProxy, computational Grid, distributed comput-
ing, e-Science, SSL, data management, remote job submission.
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1 INTRODUCTION 1

1 Introduction

Probably the most exciting area of Grid applications development is the construction of Web
portals to allow computational scientists, researchers and high performance computer/ applica-
tion users persistent and pervasive access to resources via a familiar Web browser interface. The
goal is to develop common components that can be used by portal developers to build a Web site
that can securely authenticate users to remote resources and help them make better decisions
for running jobs by allowing them to view pertinent resource information obtained and stored
on a remote database. In addition, profiles are created and stored for portal users allowing
them to monitor jobs submitted and view results. In the longer term a browser interface could
encapsulate a knowledge based decision-making aid and also provide access to a range of GUIs
and (collaborative) visualisation systems on demand.

In this guide we extend the subjects covered in a previous guide and evaluation report [3, 7]
to explain how the Globus toolkit [12, 20, 16] plus additional software can be used to set up a
Web portal for access to remote computing resources, applications and data. The computational
Grid and associated basic concepts are explained in the book and recent paper by Foster and
Kesselman [?, 13].

Although it is widely stated that the computational Grid and the World Wide Web share the
same technology, this is frankly not obvious at first sight.

Web technology is about using http servers and clients to connect to data sources, mostly
supplying browsable or down-loadable text, the former based on HT'ML or newer variants with
XML headers, see for instance [21]. Web services are built from standard IPv4 tcp/ip protocols
with additional security if required. The geographical location and architecture of the server need
not be known by the user, although mirror sites exist for the most popular sources. Passwords
are not used unless security issues arise, e.g. a customer account such as might exist on a portal
like http://www.amazon.comor http://www.gardening. com.

Now that Internet technology is the dominant way to obtain information, it is natural to consider
how we can use it in a more “interactive” way, as in my definition of e-Science, to provide “active
services”. This not only enables the user to load down data or purchase a fixed item but also
gives flexible access to data or facilities in a way which must be secure and accountable. Globus
does not provide a Web interface, although work on the Java and Python Commodity Grid
Toolkits (CoG), GridPort Client Toolkit (GCT) and Grid Portal Development Kit (GPDK)
may provide some of the required components in the future. Globus and GSI provide a useful
Grid infrastructure in the form of a C and shell script toolkit which uses the same underlying
software and protocols as the Web, namely secure sockets (the Netscape SSL public-private key
PKI system accepted as a de facto standard by IETF) and LDAP (the Netscape lightweight
directory addess protocol). See our previous Globus Guide [3] for further information.

In an effort to construct a common set of components for active portal development, a collabo-
ration was formed between the US National Computational Science Alliance Grid (the Alliance
or NCSA) and the associated National Laboratory for Network Research (NLANR) based at
the University of Illinois at Urbana-Champaign http://www.ncsa.uiuc.edu, the San Diego Su-
percomputer Centre (SDSC) acting as the main hub of the National Partnerships for Advanced
Computational Infrastructure (NPACI) Grid http://www.sdsc.edu and the NASA Information
Power Grid (IPG) http://www.ipg.nasa.gov. The primary goal of the Grid Portal Collabora-
tion, see http://www.ipg.nasa.gov/portals, is to allow computational scientists, researchers
and other high performance computer users access to resources via an easy to use Web interface.
In Europe the HPC Group of the University of Lecce in Italy is leading portal development
for the Synthetic Aperture Radar (SAR) Earth Observation community. Exemplars of these
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capabilities include the following:

e Running simulations either interactively or submitted to a batch queue;

e Transferring files, including file upload, file download, and third party file transfers (migrating
files between various storage systems);

e Querying databases for resource/ job specific information.

The issue of security makes these desirable services difficult to provide. Most high-end resources
are under the restrictions of a local site-specific security policy. For many resources, this entails
the adoption of a security architecture that provides authentication and possibly encryption
via Kerberos or SSH. Adding to the complexity is the fact that a secure Web server must be
able to speak the various protocols required to access these resources without compromising
their security. As an example, SSH requires the use of a public/ private key pair to provide
authentication to a remote host. If the private keys are placed on the Web server the entire
site security is threatened by the potential vulnerability of the Web server being hacked and the
private keys compromised.

It is for reasons like this that Web access to the Grid is still in its very early stages. Most
Portal projects are so far using the MyProxy software which was developed as part of the Portal
Collaboration, and which we have evaluated here. We have experimented with creating a Web
portal which uses HTML via a Netscape (or other, e.g. IE5 or Konqueror) browser and CGI via
an Apache (or other) server to launch Globus programs. This uses Globus plus a range of other
software as described below. Future work will extend this project, link to the Data Portal also
developed by the CLRC e-Science Centre and develop a range of application portals capturing
domain-specific knowledge.

Specific steps in the future research programme include:

1. Improve session state information by using cookies instead of ip-based temporary fule
structures;

2. Link to other portals, e.g. Data Portal, maintaining session information in one or both
locations;

3. Investigate data-specific plugins for invoking visualisation/ GUIL. We have already shown
how a remote machine can throw back a window to the browser machine using Globus
behaving as if the user had logged on;

4. Introduce components of an “expert system” so that domain-specific portals can be devel-
oped.

We will continue to use components and interfaces developed with the Portal Collaboration
via the Global Grid Forum Grid Computing Environments Research Group (GGF GCE-RG)
which had an important meeting in San Diego 21-23/5/2001. Current interest is in Web service
protocols such as SOAP, WSDL and UDDI which we will use as appropriate to extend the
Globus functionality. Our portal will thus form an exemplar implementation of standards being
defined within GGF.

1.1 Some world-wide Portal Computing Efforts

The following list some efforts in portal computing as of October 2001; the descriptions are
mostly quoted from their respective home page. Further information about these projects is
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given on the GCE Web site along with their Community Practice Documents http://www.
gridcomputing.org.

ComputingPortals
http://www.computingportals.org/index0.html

The Grid Computing Environment (GCE) working group is one of the many working groups of
the Global Grid Forum (Global GF). It is a community-initiated forum of individual researchers
and practitioners working on distributed computing, or ”grid” technologies. This working group
aims at contributing to the coherence and interoperability of frameworks, portals, Problem
Solving Environments, and other Grid-based computing environments and Grid services by
establishing standards that are required to integrate technology implementations and solutions.

Mississippi Computational Web Portal
http://www.erc.msstate.edu/labs/mssl/mcwp

Mississippi Computational Web Portal is a multi-tier system. Web browser based front-end
for visualizing composition of complex computational tasks and transition into operational use,
as well as for analysis of the results. The middle-tier is divided into a Java Server Page based
Web tier responsible for request processing and dynamic generation of responses, and Enterprise
Java Beans (EJB) based application server. The EJB container is populated by a hierarchy of
entity beans representing the state of the system or acting as proxies of services to the back end.
Operations on the entity beans are implemented as session beans. The design makes it possible
to separate user requests in terms of application independent task, back end resource allocation
(through platform independent resource specification). The middle-tier provides a transparent
mapping between task and resource specification, hiding complexity of the back-end system from
the user.

UNICORE

http://www.unicore.de

UNICORE (UNiform Interface to COmputing REsources) provides a science and engineering
GRID combining resources of supercomputer centers and making them available through the
Internet. Strong authentication is performed in a consistent and transparent manner, and the
differences between platforms are hidden from the user thus creating a seamless HPC portal for
accessing supercomputers, compiling and running applications, and transferring input/output
data.

Cactus
http://www.cactuscode.org

Cactus is an open source problem solving environment designed for scientists and engineer-
s. Its modular structure easily enables parallel computation across different architectures and
collaborative code development between different groups. Cactus originated in the academic
research community, where it was developed and used over many years by a large international
collaboration of physicists and computational scientists.

Grid Resource Broker
http://sara.unile.it/grb/grb.html

The Grid Resource Broker (GRB) is one of the current Globus projects of the HPC Lab of the
University of Lecce, Italy. GRB allows trusted users to create and handle computational grids
on the fly exploiting a simple and friendly gui.
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WebSubmit

http://math.nist.gov/mcsd/savg/websumit/websubmit

WebSubmit is a Web-based utility providing access to applications on a collection of hetero-
geneous computing resources. Its goal is to make it easy to use computing resources via the
Web without requiring knowledge of the specifics of unfamiliar operating systems and dynamic
application environments. Users can effectively log into distinct computing environments and
perform tasks without needing a detailed knowledge of their operating environment.

Discover
http://www.discoverportal.org

Discover is a virtual, interactive and collaborative PSE that enables geographically distribut-
ed scientists and engineers to collaboratively monitor, and control high performance paral-
lel/distributed applications using web-based portals. Its primary objective is to transform
modalities.

JiIPANG

http://matsu-www.is.titech.ac.jp/suzumura/jipang

JiPANG (Jini-based Portal Augmenting Grids) is a portal system and a toolkit which provides
uniform access interface layer to a variety of Grid systems, and is built on top of Jini distributed
object technology.

JavaCogKit
http://www.globus.org/cog/java

The Java CoG Kit provides Java APIs, components and beans which supply Grid client and
selected Grid server functionality.

WebFlow

http://www.npac.syr.edu/users/haupt/WebFlow

WebFlow is a visual authoring tool based on the distributed object paradigm, for facilitating
seamless integration of commodity software components.

2 The HPCGrid Portal

Examples of Portals using the Globus Grid middle-ware are being developed by SDSC (for the
NPACI Grid), U. Illinois (for the NCSA Alliance Grid), NASA Ames (for the Information Power
Grid - IPG), Universities of Potsdam, Washington and NCSA (the Cactus testbed), University of
Lecce, Italy (the Grid Resource Broker - GRB) and other groups. A number of Web sites provide
links to current projects, e.g. our own site is at http://www.dl.ac.uk/TCSC/UKHEC/GridWG
and the Global Grid Forum (GGF) Computing Portals site maintained by Mary Thomas is at
http://www.computingportals.org/index0.html. The Globus site also lists some of these
projects, e.g. the ones which were demonstrated at SuperComputing’2000 in Dallas.

We are developing our own Web portals as user interfaces to scientific applications on a com-
putational Grid with the Globus middle-ware installed. The ultimate goal of this work is to
provide examples of how Web and Grid technology can be deployed for the CCPs and HPCI
Consortia in the UK. There are a number of important aspects of a portal which whould enable
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us to flexibly access appropriate applications, data or experimental instruments along with a
host of Internet-based conferencing and publication utilities. Integration of Web services will in
the future enable linking of scientific simulation and data into the rapdily growing e-Business
environment.

In a demonstrator service portal, known as the HPCGrid Portal, we provide the following
functionality:

e automatic registration to use the system (subject to authentification and peer review) —
currently sends e-mail to me with no automatic database access;

e choice of computer system or architecture (via resource discovery);

e choice of application (may be mutually exclusive and require licenses to be available, e.g.
license on demand with a payment mechanism);

e selection of input data (via a “desktop”) — not currently addressed;

e remote job submission (requires payment to use a facility) — accounting and payment
mechanism in draft paper only;

e job status and restart facilities and access to result files — not yet addressed;
o facilities to view results (including visualisation and VR);

e automatic posting accounting information to a “bill server” — see above;

e documentation;

e dynamic reporting on current machine status on the Grid;

e download of software for ongoing deployment at new sites.

A demonstration of our HPCGrid Portal, as in Figure 1, is provided at URL http://esc.dl.ac.
uk/HPCPortal. For security reasons development is carried out behind the CLRC firewall and
examples made available outside. Portal software can be provided to research groups developing
their own “mini Grids” as the basis for a customised applications portal. Additional software
(e.g. Nexus-Proxy from Sekiguchi et al. CSSC, Japan) is required to make this more publicly
accessibe.

In order to use the HPCGrid Portal some of the following steps are required. They can (soon)
all be carried out on-line as shown in Figure 2.

o Register to obtain user acconts, a Grid id and pass phrase;

set up Grid and Web proxy certificates;

sign on via the HPCGrid Portal home page;

look at available resources;

set up work space on the target platform;

set up work space on the source platform;

transfer files between the source and target systems;

invoke make and other commands on the target system;

run an application on the target system;

copy back files from the target to source systems (or elsewhere);
examine personal profile and “desktop” environment held on the portal server.

Further progress on this project will be posted via the UKHEC and CLRC e-Science Web pages
reporting on the HPC Working Group http://www.dl.ac.uk/TCSC/UKHEC/GridWG.
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Figure 1: HPCGrid Services Portal

1 e elopingt e PC rid Portal nter ace

We consider here anticipated application requirements of a typical Web portal which has access

to a Globus-based computational Grid. Any mention of specific resources refers to our own
HPCGrid Portal shown above.

Internet Browser

our must have Netscape 4.0 (we recommend at least v4.5 or greater) or Internet Explorer (4.0
or greater) or Konqueror installed on your system in order to use the HPCGrid Portal. Note
that the HPCGrid Portal has not been extensively tested with MicroSoft Internet Explorer,
although it seems to work OK with IE5 under NT4. In any case the server needs to run on a
UNIX platform because Globus is not yet available for NT.

Grid Credentials

For security and accounting reasons you are required to have an appropriate Grid certificate
which we currently assume to be a UK Grid Certificate from ca grid-support.ac.uk in order
to authenticate to facilities available via the HPCGrid Portal. Other Certificate Authorities
(CA) offering similar levels of verification are being set up [7]. For obvious reasons programs
on the Grid cannot just run as “nobody” in the way a Web server often runs CGI scripts. This
means that you will need to have a valid certificate and key pair of filesinyour H E /.globus
directory which has been signed by the Globus or other UK CA.

In addition to your user credentials, the main machine that you use (the Globus client) will
require its own credentials to be installed in /etc/grid-security and /etc/security. Again
a certificate and key pair appropriate for the distinguished name (DN) of the machine can be
obtained from the CA and copied to both locations. This would normally be the machine used
for your “home” file store and is referred to as the “source” in the rest of this document. Setting
the host certificates was described in the Globus Guide [3].

More information about security and the contents of certificates is provided in Section 5 below.
M Pro Client So tware

ou are currently required to have the MyProxy client software installed on the same system on
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Figure 2: HPCGrid Portal Active Services

which your Grid certificates are stored (the source), see Section 6.7 below. This requires that
the Globus Security Infrastructure (GSI) is installed along with OpenSSL. It is usually a good
policy to only have one copy of your user certificate and key on a source which is your own
private workstation, although they can quite simply be copied to other machines. The MyProxy
software verifies the credentials mentioned above and delegates a proxy to the MyProxy server
which will later be used by the Portal Web server. We have provided download facilities in our
Portal to help users to set up this software infrastructure.

Usingt e M Pro Client So tware

For the HPCGrid Portal the MyProxy server is currently identified on your source machine by
setenv P SE E tci .dl.ac.uk

It is also possible to specify the server directly on the myproxy-init command

myproxy-init -s tci .dl.ac.uk

This internally calls the Globus grid-proxy-init command to produce what is known as a
Grid proxy certificate. It then stores that certificate on the host on which the MyProxy service
is running (by default in /usr/local/myproxy/myproxy-server/store. The directory must
have “rwx” permissions for root but no-one else. ou will use the HPCGrid Portal to retrieve
this certificate at a later time for authenticating to Grid sites, for checking out source code,
staging files and submitting jobs.

This command will require you to enter the PEM pass phrase you used to generate the private
key of your default Grid credential and to then enter a new pass phrase for retrieving your
delegated Grid proxy credential in the Web browser. It is 4 [ recommended that you choose
a different pass phrase the second time.

Using M Pro  rom a Web Browser

Once a proxy certificate has been stored with the Web server a delegated proxy can be retrieved
for use by server-side programs invoked via a Web browser. This requires the user to enter his/
her client user id and the pass phrase given to MyProxy. The Web server can then store the
delegated proxy in any suitable location (it will be owned by “nobody”). This proxy is used
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in server-side programs to determine the identify of the actual user and impart all the normal
UNIX permissions. Some examples and further discussion are given below.

etting n ormation about esources

An example of a Grid community testbed, referred to as a “mini Grid” was shown in the
Globus Guide [3]. It is important for the Portal to provide information about resources on the
mini Grid and for users to be able to select a suitable target machine, e.g. based on knowing
its operating system, performance or load. Two methods are provided to help with this, the
HotPage information portal software from SDSC 6.6 which is integrated into HPCGrid Portal,
and the Globus LDAP information repository accessible from the Metacomputing Directory
Service (MDS).

otPage

The HotPage Portal was written at SDSC to enable researchers to find information about each of
the resources in the NPACI computational Grid, including technical documentation, operational
status, load and current usage, and queued jobs. HotPage has had several changes in appearance
recently and was for a while called GENIE. Its main features are however still:

1) a histogram showing the  load of all machines on the NPACI Grid. Positioning the mouse
cursor over the histogram bar gives further information about the machine, e.g. its name, and
clicking brings up a more detailed picture of the machine status in the central frame. The load
histogram is refreshed every 3 minutes via a Java script. The histogram can be customised.

2) An information frame now provides access to a centralised repository of information about all
the machines on the Grid, e.g. architectural information, message of the day, documentation,
scheduled downtime.

We have used the older philosophy of HotPage in our HPCGrid Portal in which machine-specific
information was provided directly by the remote machine either via another Web server or by
posting to data files. We believe this is a more scalable solution and delegates some responsibility
to the system managers. It is of course more difficult to guarantee a uniform look and feel and
level of information across the whole Grid.

Figure 3 shows HotPage integrated into the HPCGrid Portal with a specific GIIS search panel.
Resource Searc using Globus MDS
See Appendix A.

rans erring iles

This section will change. We are currently using GASS, but will soon start to use GridFTP.
[remote temporary files]

[GASS]

[GridFTP]

[GASS on the fly]

See Appendix B.

[“desktop” files]
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Figure 3: HPCGrid Portal and HotPage

[drag-and-drop systems such as GRENADE, Java CoG kit]

ob Submission

[Interactive]

[Batch]

aintaining State on t e Ser er

Desktop File Structure
Cookies
User Pro le

Mac ines and Environments

An E pert S stem or t e Portal

A portal which just provides basic services is limited and uptake will be slow, even if it does
simplify the task of choosing a target machine and running a job there via a single point of login.

The key to making the Grid a routine tool for scientific research, just as the Web has become
a routine tool for information provision, is to automate the tedious parts of the process. The
Web has succeeded in making everyone an expert and search engines are referred to as the
“killer application” There is however more to it. Modern search engines use sophisticated
methods with underlying statistical assumptions derived from the logical topology of directed
links on the Web and dynamic hash tables and caches. Keyword searches may be combined with
context-based filtering to reduce the number of responses to a given query. Examples include
http://www.google.com and http://www.askjeeves.com.
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Search engines are intended to produce a set of responses to a question, implicit or explicit. The
sophistication of the underlying methods means that the highest ranked response is often the
most useful one, unless the question is badly formed. It should be possible to construct a search
engine which will yield a set of components (programs, datasets, experimental facilities) which
are relevant to providing a Grid-based solution to a problem expressed in terms of a question. In
order to do this, meta-data describing each component must be available on each Grid resource
e.g. via a httpd server.

[www.htdig.org]

This is however still not sufficient to produce a meaningful scientific procedure to obtain the
response to the question. The components must be linked and workflow defined. A knowledge-
based (expert) system is required which can either do this automatically based on domain-based
knowledge and information about how to link the input and output of the components or can
provide the user with a set of simplified decisions and help to construct the workflow diagram.

We have only just started exploring these issues, so more information will be provided as this
Web guide evolves.

[JESS etc.]

GPortal er ie

The Distributed System Group (DSG) at University of Portsmouth is currently developing a
service portal known as DSGPortal. It is intended to be a single point of access to both scientific
applications, services and networked resources. DSGPortal is largely based on GridPort and
other middleware technologies such as MyProxy [14] and Globus [7] that provides easy access to
Grid resources through the familiar Web interface. These middleware software enable DSGPortal
to authenticate users in a secure and encrypted manner allowing permited users to perform
various Grid operations including job submission, resource discovery, etc, on remote resources
with a single sign-on.

The DSGPortal is a summer research project in collaboration with CLRC [27]. The project
aims to develop a Grid services’ portal. The goals of DSGPortal are to investigate and evaluate
different commodity Grid-based toolkits, to identify some basic services, and further our under-
standing of the Internet coupled with Grid-based technologies. Based on our finding, we will
eventually develop a set of generic services that provide the portal’s core functionality.

The DSGPortal is implemented using the classic three-tier architecture [2]. These tiers (see Fig-
ure 1) separate functionality and responsibility, allowing us to develop each tier independently.
The Web browser serves as the first-tier, which provides a uniform interface to access services.
The middle-tier, which acts as a service broker provides the functionality for the first-tier. The
services can be implemented directly by the middle tier software, or the middle tier can act as a
proxy for accessing backend services. Backend services can be, for example queuing systems for
high performance computers, a database, a mass storage systems, or metacomputing services
such as Globus.

As stated earlier, the DSGPortal is intended to be a single access point to scientific applica-
tions, services, and network resources. As a result, the design of the DSGPortal architecture
is structued into a vertical layer of software/hardware components as shown in Figure 2. The
DSG Web server is a secure web server capable of handling the standard HTTP/HTTPS [34]
request from client browsers and serving up either statically or dynamically generated HTML
pages to client. The service portal is comprised of various core services. During the current
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phase of DSGPortal’s development, we identified and implemented the following core services:

e Security service - allow access only to authenticated users to computational resources.

e Information services - allow users to discover computational resources and monitor system’s
queues and usages.

e Desktop services - allow users to use a single and familiar desktop environment through
the user’s Web browser.

e Database services - allow users to store and retrieve data via standard relational database
systems.

Using GridPort, a set of locally developed Perl-CGI scripts, and a modified version of the Genie
toolkit from SDSC [17][30], we were able to implement the following services:

e An authentication service.
1. Allow users to logon to the DSGPortal service portal via either a regular username
and password method or through MyProxy .
2. Allow users to logout.
3. Allow Web server to authenticate users before they access each Web page.

4. Web Server monitors users’ session.
e Desktop services.

Submit and kill jobs.
Common file operations, such as cat, edit, mv, gzip, tar, are supported.
Directory listing.

Secure file transfer, e.g., uploading and downloading files.

Ot W N

Command execution - any UNIX command.

e Information services. The Globus toolkit includes libraries and tools for securely executing
jobs on remote machines, staging files, and querying the Globus Metacomputing Directory
Service (MDS) [15] which is a Lightweight Directory Access Protocol (LDAP) [13][23]
server for Globus resource information [15][32]. We are taking advantage of Globus MDS
servers to retrieve object classes and attributes, such as operating system type, memory,
and cpu load for various resources.

e Database service. Currently, we are experimenting with MySQL [18] using via PHP script-

ing [33].

The DSG Web server also intends to support multiple application portals which will be built
using the various core services just described.

.1 Conclusions

The DSGPortal takes advantage of the existing commodity software to develop a Web-based
services portal for users to securely access a range of networked resources. Currently, the DS-
GPortal services portal provides a security service, an information service, a database service,
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and a desktop service using GridPort, MyProxy, a set of CGI scripts, and various commodity
toolkits .

Some weaknesses in our current implementation are:

1. A session state monitor has not been fully implemented such that it would allow users to
recover past state information in the case of a server crash within a user session.

2. An accounting services should be implemented for a production Web portal.
3. The user interfaces are still quite primitive.

4. In general, the interactions between service portals and application portals residing at
different locations have not been addressed.

5. Various generic protocols and APIs have not yet been defined to enable collaborative
services.

The next phase DSGPortal development will address some of the weaknesses mentioned. In
addition DSGPortal will be developed in the following areas:

1. An application portal is currently under development to provide services for a Liquid
Crystal Modeling Application [4].

2. Collaborative job control.
3. Shared Visualization.
4. Composition of larger task out of atomic task.

5. PHP Cog-Kit.

A ailabilit

The DSGPortal frontend and middletire software is in a development phase and is not yet
available for download. It is anticipated that later in 2001 the softeware will be made generally
available for testing.

Figure 1 Three Tiers Architecture

Figure 2 DSGPortal Architecture

Figure 3 MyProxy Authentications

Figure 4 Authentication Service: Login page

Figure 5 Desktop Service: Listing

Figure 6 Desktop Service: Text Editor (left) and Change File Permission (right)
Figure 7 Desktop Service: Upload File

Figure 8 Information Service: Search for CPU Load (Left) Result Return (Right)

Figure 9 Database Service
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isCo ot are o nload Portal

escribe what Chris has donme...

ecurit

It is fairly important to understand the basic Internet security mechanisms when managing Grid
and Portal software. The main aspects are now described with references to more thorough
explanations.

.1 Public e n rastructure P and Secure Soc et a er SS

We have found three useful introductory documents: an ¢ oductio to wublic e to a
[17] and an ¢ oductio to [19] and [18].

The Secure Sockets Layer (SSL) is a common public key (PKI) based security mechanism that
has become very widely used for Internet client-server authentication and secure transactions.
It was originally developed by Netscape and has been universally accepted on the Web. For this
it uses tcp/ip communication and a combination of public-key and symmetric-key cryptography
and electronic signatures. SSL strictly forms part of the network protocol layer, and many
applications such as HT'TPS, LDAP and GSI can use it.

We first describe the use of SSL in the standard client-server secure Web model. A server should
posess a certificate which has been issued by a recognised Certificate Authority (CA) and is listed
in the clients trusted list. The Globus CA is one, but is not listed to most browsers. Other
certificates, such as those issues by Verisign or Thwate can be used instead. A similar mechanism
is possible for a server to check that a client is recognised. Encryption is an important part of
the protocol and security includes tamper detection.

In order for a client and server to mutually authenticate through Globus, each must posess an
X.509v3 certificate which has been issued by a CA trusted by both the client and server. For
a certificate issued by a CA to be trusted, it must adhere to a Certificate Practice Statement
(CPS) considered acceptable to all parties (RFC 2527 provides a framework for such a CPS).
The degree to which a certificate user can trust the binding embodied in a certificate depends
on several factors. These factors include: the practices followed by the CA in authenticating the
subject; the CA’s operating policy, procedures, and security controls; the subject’s obligations
(for example, in protecting the private keys); and the stated undertakings and legal obligations
of the CA (for example, warranties and limitations on liability).

The Globus project runs a Certificate Authority and will issue certificates to anyone who requests
one. The Globus CA however carries out no checks on the identity of those requesting certificates
(although they do usually query repeated/ multiple requests for the same ID). Although tolerable
for early testing, certificates issued by the Globus CA do not provide provide adequate security
for deployment across an operational Grid at the national level. It is for this reason that the
UK has set up a separate CA which can be contacted via ca grid-support.ac.uk.

An X.509v3 certificate, as used by SSL, contains information about the object (server, client
or user) to which it applies. It effectively binds a particular distinguished name (DN), which
represents the identity of the object, to a public key which can be used to unlock encrypted
data sent by that object using its designated private key. The DN contains a list of attributes
of the object such as C country organization U organizational unit C common
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name. Software is freely available to construct certificates for test purposes.

A typical user certificate might look as follows:

Note that a proxy certificate, as used in real transactions, will also typically contain the user
key and certificate of the CA.

SSL is made up of two sub protocols: the record protocol and the handshake protocol. The
former defines the format of communication and the latter carries out the authentication. The
SSL handshake is as follows:

1. authenticate server to client. This requires the server certificate and uses public-key tech-
niques. The client checks that the certificate has a valid date, that the CA is trusted and
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that the CA’s public key (already known to the client) can be used to validate its electronic
signature which is part of the certificate. It also checks the actual domain name of the
server against what is in its DN;

2. If reply ES, select a cryptographic algorithm for further secure transmission;
3. authenticate client to server (an optional step which requires a client certificate);

4. use PKI techniques to generate a set of “shared secrets”. From now on symmetric-key
techniques, which are faster, can be used;

5. establish the encrypted SSL connection.

Web browsers use the SSL handshake if an https server is accessed (for installation details of
Apache see below). Globus uses the same mechanism, but also applies it to users.

A variety of ciphers are supported, Globus appears to use 1024-bit RSA encryption for the
public key and MD5 with RSA encryption for the electronic signatures. This can be seen by
looking for instance in the /opt/globus/etc/globus-gatekeeper.cert file as above. Globus
users each have a similar certificate in H E /.globus/usercert.pem.

User authentication in Globus is equivalent to client authentication.

eneric Securit Ser ices SS AP

The Generic Security Services API (GSS-API) is the Internet Engineering Task Force (IETF)
standard for adding authentication, integrity, and privacy to applications.

Separate security for communication, which allows security to be easily added to existing com-
munication code Globus components using the GSS-API in Globus, includes a GSS-API imple-
mentation based on PKI (actually SSL). The user interface is as follows:

gss_ac uire_cred - Loads security credentials into a program. The user proxy certificate
and private key are loaded at this point.

gss_release_cred — Removes security credentials from a program. The user proxy certificate
and private key remain on disk for later use.

gss_init_sec_context and gss_accept_sec_context — KEstablishes a security context be-
tween two processes. One side calls init , the other accept . Tokens are fed into and
out of these routines. Applications can pass tokens between processes in any way desired.

gss_wrap — consumes an user input buffer and performs cryptographic checksum and/or
encryption on it. It produces a token, which the application can send over a socket.

gss_unwrap — consumes a token produced by gss_wrap . It decrypts and/or verifies the
checksum and produces a user output buffer.

gss_sign  — produces a cryptographic checksum on a user input buffer.

gss_verify  — verifies a cryptographic checksum on a user buffer.

The globus_gss_assist module is a Globus toolkit-specific wrapper around GSS-API which
makes it easier to use. It hides some of the details of GSS-API and conforms to Globus toolkit
conventions. It still maintains separation from the communication method.
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lobus Securit nter ace S

The Globus project is developing middle-ware for computational Grids. The home Web site
is at http://www.globus.org. Components of the Globus middle-ware include libraries and
tools for running jobs securely on remote machines, staging files, and querying the Globus
Metacomputing Directory Service (MDS — a Netscape LDAP server) for host/ job information.
The Globus Security Infrastructure (GSI) provides the necessary security for enabling these
capabilities and uses the Secure Sockets Layer (SSL) described above. The GSI is available
as part of Globus, or it can be downloaded as a separate package for client systems http:
//www.globus.org/Security/v . . An encryption-enabled version patched to use OpenSSL
is required.

The Globus security model borrows from the de facto standards within the security commu-
nity. It makes use of X.509v3 certificates to provide users with a unique global id, known as
a distinguished name. Mutual authentication and possible encryption is handled using SSL.
Authorisation to access a resource is controlled by a mapping between the user’s distinguished
name and a local UNIX id viaa 4d a le controlled by the local system administrator. The
GSI enhances SSL, by providing single sign-on capabilities for users by generation of a proxy
certificate. The proxy is a time-limited credential that can be used to authenticate to remote
processes on a user’s behalf. The outcome is that users no longer need to enter a password for
every resource they plan to access but can use their proxy for a default lifetime of twelve hours.
The MyProxy software extends this capability to access from a Web browser.

M Pro Securit

The MyProxy package provides a secure method for portal users to access resources using a
limited proxy via the GSI. As part of the package, a myproxy-server daemon should be running
on a trusted host for a site or application-specific portal. This listens on port 7512 and maintains
delegated proxy certificates for users that are valid for a chosen very limited duration. After
delegating a certificate to the myproxy-server using the myproxy-init command on the client
(source machine), users can retrieve a delegated certificate from the myproxy-server via a Web
server that can be used for job submission, file transfer, etc. In the event that the Web server
is broken into, only the time-limited delegated certificates are compromised so the hacker would
potentially have access to other resources, but only for a short amount of time. The GSI also
includes provisions for Certificate Revocation Lists (CRL) as a means to deny users access as
well.

Figure 4 helps to illustrate how the MyProxy package works:

1. The user runs myproxy-init and provides their GSI (PEM) pass phrase to create a proxy.
This is validated using the SSL mechanism against the user’s own certificate. The source
also requires a host certificate. The user then enters an additional pass phrase of their
own choosing to delegate a proxy to the myproxy-server. This password will later be used
in the browser;

2. Path A uses the GSI to perform mutual authentication between the client (source) and
the myproxy-server which must also have a valid certificate if it is on a separate machine;

3. Using any Web browser, the user enters the password in (1) to get a proxy certificate from
the myproxy-server. The myproxy-server does further delegation making the proxy used
on the Web server valid for less than the original lifetime on the myproxy-server;

4. Path B uses the GSI to perform mutual authentication between the Web server and the
myproxy-server using either the Web server’s credentials (typically a Verisign or Thawte
certificate) or a Globus certificate.
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Figure 4: Server and source components using MyProxy

The latter point is important. Note that most Web servers run CGI scripts as UNIX id “nobody”.
This means that “nobody” has to have a Globus certificate. It is recommended that this is
installed in a special area /usr/portal/cert and used only for the Web portal. An alternative
is to run the Web server as root, but this is strongly decommended.

ot are Installation

In this guide, as in the previous one [3], we will describe the use of Globus 1.1.3 and 1.1.4.
The main Globus Web site is at http://www.globus.org. Version 1.1.4 is now available with
some bug fixes and is for instance used in the Cactus software [23]. However we carried out a
lot of installations over the summer of 2000 and wished to complete a full evaluation [7] and
more pressing software development work before attempting an upgrade. Information about
installing and using Globus via the command-line scripts and standard C-programming interface
(the Globus Developers’ API) is provided in the separate report [3].

In addition to the Globus distribution we have used the following packages which are all dis-
tributed as open source.

e Apache v1.3.14 from http://httpd.apache.org and Apache secure server from http:
//httpd.apache-ssl.org

e OpenSSL v0.9.6 (previously SSLeay) by Eric A. oung from http://www.openssl.org.
See also http://www.ultranet.com/ hirsch/Papers/wwwj/article.html

e OpenLDAP v1.2.7 OpenLDAP with Globus patches from http://www. pen P.org
e Perl v5.6 from http://www.perl.com/CP

e Perl CGIL.pm v2.74 from http://www.perl.com/CP

e CGIC from http://www.boutell.com

e SDCS GridPort toolkit from http://gridport.npaci.edu
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e SDCS HotPage toolkit from http://hotpage.npaci.edu
e Portal Collaboration MyProxy toolkit from http://dast.nlanr.net/Features/ yProxy

e Perl Extend.pm, Stty.pm, Tty.pm from http://www.perl.com/CP

This software can be retrieved from the HPCGrid Portal Web site and is kept as part of the
Distributed Computing Programme (DisCo) archive at Daresbury Laboratory.

.1 ni Port numbers

The software, by default, uses the following UNIX port numbers:

80  http server
433  https server
2119 resource manager contact
2135 local GRIS server
2136  Grid GIIS server
7512 myproxy server

We have a firewall operating around CLRC facilities. This is standard practice and Web servers
can be adapted to work across it [15]. We will investigate in the future how to use portals
and Globus across the firewall. Standard practice seems to be to provide a restricted set of
port numbers which are accessible across the firewall. Alternative software is available from the
CSSC team of Sekiguchi et al. in Japan, see http://dl.ac.uk/TCSC/UKHEC/GridWorkshop.

e Apac e ttp ser er

Apache is a popular Web server which can easily be installed on a variety of UNIX and other
hosts. It can be down-loaded from http://www.apache.com. Binary distributions are provided,
but these can be very system dependent as they try to use “shared object” libraries which are
dynamically loaded. However the source is distributed too and can be compiled using the, now
de facto, GNU configure procedure. Let’s assume that we have down-loaded and expanded
Apache v1.3.14 into a directory /usr/local/ pache/apache- .

cd /usr/local/ pache/apache- . . ./con igure
--pre ix-/usr/local/apache make make install cd /usr/local/apache/bin
apachectl start

The last commend should start the httpd daemon on ths host. It uses the file
/usr/local/apache/bin/httpd.con . This file may have to be edited if the shared objects are
not being used to remove references to dynamically loaded modules. See also above.

A number of directories are created, the most important of which are:

/usr/local/apache/htdocs /usr/local/apache/bin /usr/local/apache/con
/usr/local/apache/cgi-bin

The first is the root of the Web-accessible file system visible on the server; the last is the directory
where scripts and programs which are to be invoked via the CGI interface must be installed by
default. These must have suitable permissions for for execution as “nobody” (including the
directory). The server program is in bin and is started as follows:
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cd /usr/local/apache/bin apachectl start

It will probably be necessary to change the default configuration to enable CGI scripts to be
installed in other places and to enable server-parsed http:// (shtml). This is done by un-
commenting the following lines in con /httpd.con :

ddHandler cgi-script .cgi ddType text/html .shtml ddHandler
server-parsed .shtml

To password protect certain directories underneath htdocs it is possible to add to access.con
as follows:

ocation / ptions ncludes ExecCG / ocation

ocation /HPCPortal/secure uth ame grid uthType asic wuthUserFile
/usr/local/apache/etc/passwd uthGroupFile
/usr/local/apache/etc/group imit GET P ST re uire valid-user
re uire group grid / imit / ocation

This will require a basic UNIX id and password to be entered into the browser via a default
window if the secure directory is referenced.

After editing any configuration file the server must be restarted as follows:

esc.dl.ac.uk ps -Uroot grep httpd 0 0- : httpd kill -HUP
0

e Apac e-SS patc es and ttps ser er

We have not currently installed a fully working https server and are using plaintext pass phrase
transmission betweek browser and server within testbed protected by the CLRC firwall.

[ ]

e C Perl and C C C nter ace

The common gateway interface (CGI) is the standard way to get executable programs and scripts
to run as “nobody” on the server by submitting forms completed on a Web browser. Globus
is the toolkit which allows you to run programs as somebody. The MyProxy toolkit provides
the necessary interface between CGI and Globus. CGI essentially provides a means to access
data typed into HTML form fields and send a reply via stdout to the http server with the XML
header. A variety of routines to handle MIME types are provided for the reply. HTML input
can be in a variety of forms including single-choice menus, multi-choice, single-input form boxes,
expandable text boxes, radio buttons and multiple-choice buttons.

In many Web applications the Perlb scripting language is uses for CGI programming because of
the ease with which text strings can be manipulated and system commands called. CGIC v1.07
is an ANSI C library for CGI programming. The source was written by Thomas Boutell and
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is down-loadable from http://www.boutell.com. There is comprehensive and easily readable
documentation with some programming examples which process a variety of example Web forms.

A CGI server program must be called cgi ain  as the entry main is provided by the library.
Appendix A gives an example of using CGIC to invoke a Globus GRIS program. As well as
a set of routines to extract the text fields sent from the HTML form, the usual environment
variables are available as C variables.

eS SC ridPort ool it

GridPort is not currently available for download but some of its components are, as described
here.

A number of application portals are now being written to use the GridPort Service Portal. These
include:

e Laboratory of Applied Pharmokinetics (LAPK) http://gridport.npaci.edu/ PK;
e GAMESS-US http://gridport.npaci.edu/G ESS;
e NBCR Cardiac Modelling Portal http://gridport.npaci.edu/Heart.

6.5.1 GridPort Client Toolkit GCT

See https://portals.npaci.edu/client/examples.

eS SC otPage Portal

HotPage is an extensible set of cgi scripts and html pages which enable the user to access
information about remote machines from a Web browser. The set of machines must be known
and pointers to locally-managed Web pages and scripts to access information from them must be
included in configuration files. Scripts must be installed in set places on the remote machines to
publish the information when called upon via ssh by cron jobs running on the server. These jobs
collect data into files. Another cron job periodically updates an html page based on the data
file contents. The Web browser uses this page to update its status frame periodically via a Java
script. This gives the illusion of being a dynamic system, but is actually all set up by hand. In
fact it was found more satisfactory to keep a copy of the information files on the HotPage server.
There is therefore currently no mechanism for dynamically adding and removing machines from
the list. Directories under HotPage must be updated to provide access to this information.
The current list is as follows: Allocations; Documentation; Qstat-b; Training; Applications;
Downtime; Machines; Resources; Usage; Batch; Motd; Security; Consulting; Images; Nodes;
Status.

The next version of HotPage, which is currently being written, will eliminate some of these
deficiencies and use the Globus middle-ware.

check this ...
e Portal Collaboration Pro ool it

MyProxy is the basis of security via delegated certificates used in all the current major portal
projects. See http://dast.nlanr.net/Features/ yproxy. We will describe the C implemen-
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tation, but the MyProxy protocol is also used in the Java CoG Kit which is now distributed
with Globus. The MyProxy Perl CGI scripts needs Extend.pm which in turn need Tty.pm and
Stty.pm.

Download

MyProxy v1.0 is supported under Linux, IRIX and Solaris and a Windows port is currently being
developed (it seems to work under AIX too). See tp:// tp.ncsa.uiuc.edu/aces/myproxy.
MyProxy is a small package that comes with the following programs:

myproxy init client program to delegate a credential to the myproxy-server . This program
runs on the machine where the user’s private key and certificate are stored.

myproxy destroy client program to allow users to delete their credentials from the myproxy-server

myproxy server a server daemon typically managed by a site or application group to manage
users’ credentials.

myproxy get delegation client program that gets invoked on the Web server to retrieve a
credential for the designated user for a selected amount of time.

In order to install MyProxy an encryption-enabled version of the GSI must be installed first as
part of the Globus or GSI client installation. This should now be available as part of the standard
distribution because US export restrictions on encryption software have been relaxed, but for a
long time it was not. We obtained the patched version, which also works with OpenSSL v0.9.6,
from Jason Novotny (NLANR, now LBL) and Von Welch (Argonne) via tp:// tp.globus.
org/pub/gsi/gsi-0 0 .tar.gz.

Thanks to other work done at Argonne and Urbana-Champaign, the Grid Portal Development
Kit (GPDK), Java client tools now include a nice prototype GUI for accessing the MyProxy
server. This work is based on the Java CoG toolkit, http://www.globus.org/cogand Jmyproxy
class and will be described in a separate report. For completeness, we note that the latest release
of Jmyproxy can be found at: tp://george.lbl.gov/pub/globus/jmyproxy.tar.gz.

Using M Pro  rom a Web browser

A sample CGI script is included to demonstrate the use of myproxy-get-delegation via a CGI
script from a Web server. This contains a number of basic errors which have been corrected and
we have extended its functionality.

myproxy-get-delegation retrieves a chained proxy certificate which also contains a user key.
Globus can use this delegated certificate to carry out operations on behalf of its owner. This is
done by setting the UNIX environment variable 0 _USE _P to the location of this certifi-
cate which we have set to be /usr/portal/cert/cgi emote ddr.cred. Here cgi emote ddr
is the IP address of the machine running the browser (obtained in a C program using the cgic
library or via E E TE. using the CGIC.pm module. It is necessary to set the
value of the environment variable. In Perl this can be done by calling another program using
the expect module as follows:
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The procedure in C is similar but uses putenv  to create an environment variable with a given
value:

In order to be clear, setting this environment variable before invoking a Globus program means
that the program will run as the user who signed the proxy certificate. Normally server side
programs invoked from a Web browser run as “nobody”. This is a fundamental step in accessing
the Grid and its resources via a single sign on.

e rid Portal e elopment it P

A collaboration has been formed between

http://www.ncsa.uiuc.edu NCSA,

http://www.sdsc.edu SDSC and

http://www.ipg.nasa.gov NASA IPG called the

http://www.ipg.nasa.gov/portals Grid Portal Collaboration. The purpose of the Grid Portal
Collaboration is to support a common set of components and utilities to make portal development
easier and allow various portals to interoperate by using the same core infrastructure, namely
the

http://www.globus.org/security/v . GSI and

http://www.globus.org Globus.

Example portal capabilities included in the Grid Portal Development Kit (GPDK) include the
following;:

e Running simulations either interactively or submitted to a batch queue;

e File transfer including file upload, file download, and third party file transfers (migrating files
between various storage systems);

e Querying databases for resource/job specific information;

e Maintaining user profiles that contains information about past jobs submitted, resources used,
results, information and user preferences.

Arc itecture

The envisaged GPDK architecture is a standard three tier model, in which a client browser
communicates with a secure Web server over an https connection. The latter is required to
protect the passwords which must be transmitted. The Web server is capable of accessing
various Grid services using the Globus infrastructure. The Globus toolkit provides mechanisms
for securely submitting jobs to a Globus gatekeeper, querying for hardware/ software information
using LDAP, and a secure PKI infrastructure using GSI.

By taking advantage of the MyProxy package described above, also distributed by the Grid
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Figure 5: GPDK Architecture

Portal Collaboration, users can use the portal to gain access to remote resources from anywhere,
without requiring their certificate and private key to be located on the same machine/ device
running the Web browser. The MyProxy server is responsible for maintaing user’s delegated
credentials, o ies, that can be securely retrieved by a portal for later use.

GPDK is designed to provide access to Grid services by using Java Server Pages (JSP) http:
//java.sun.com/products/jsp and Java Beans using Tomcat http://jakarta.apache.org,
an open source Web application server developed by Sun microsystems as the latest reference
implementation of Java Servlets v2.2 and Java Server Pages v1.1. See http://java.sun.com/
products/servlet. Tomcat can be easily configured to work with an existing Web server e.g.
Apache, Microsoft IIS, or Netscape as well as its own simple Web server that can be used for
development purposes. The GPDK is packaged as a Web application as defined by the Java
Servlet 2.2 specification, consisting of HTML Web pages, Java server pages, and Java beans. A
Web application can be easily packaged and deployed as a Web application ARchive (WAR) file
similar to a Java ARchive (JAR) file containing Java classes.

Java Server Pages is server-side scripting in Java embedded in HTML. (What a mouthful ) A
Java Server Page is compiled into a servlet by Tomcat, resulting in HTML that is sent back to
the client. Typically, an application will instantiate various GPDK Java Beans with a desired
lifetime using JSP ”scriptlets”. For instance, user profile beans will persist for the duration of
a session (typically 30 minutes, but server configurable), while application specific information
may have ”application scope” i.e. persistent until the Web server goes down. Java Server Pages
invoke Bean methods to authenticate users, manage profiles, submit jobs, etc.

The GPDK Java beans derive most of their functionality from the Globus Java Commodity Grid
(CoQG) toolkit http://www.globus.org/cog. CoG provides a Globus API in pure Java including
the GSI using the IAIK Java SSL libraries to delegate credentials. The CoG kit provides
APT’s for submitting jobs to Globus gatekeepers, transferring files using GSIFTP implemented
in Java and querying LDAP servers using the Java Naming and Directory Interface (JNDI).
See http://www.globus.org/security/v . / tp/install.html. GPDK Java beans merely
present an easier interface for Web developers to use the CoG kit when developing portal server

pages.

Grid Service Beans
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GPDK Java Beans are grouped into the following five categories, discussed below: Security, User
Profiles, Job Submission, File Transfer and Information Services.

Securit

The sole security bean, MyproxyBean, is responsible for obtaining a delegated credential from
a valid MyProxy server. The MyproxyBean has a few simple methods for setting the username,
password, and designated lifetime of the proxy on the Web server. The following JSP snippet
demonstrates how a simple Web page can access and retrieve a credential for a user ”fred” with
a password of "bogus”:

The ” 7 tags denote a JSP scriplet that invokes bean methods. A bean is instantiated with
the ”jsp:useBean” tag with "page” scope, meaning it lasts only for the duration of the current
Web page. In addition, an error page, myproxy-error.jsp is used to handle any errors resulting
from the myproxyGetDelegation method.

User Pro les

User profiles are controlled by three User Beans: UserLoginBean, UserAdminBean and the User-
ProfileBean. The UserLoginBean provides an optional service to authenticate users to a portal.
Currently, it only sets a username and password and checks a password file on the Webserv-
er to validate access. The UserAdminBean provides methods for serializing a UserProfileBean
and validating a user’s profile that is password protected. In the future, the UserAdminBean
will securley store user profiles to a remote database, LDAP or DBMS. The UserProfileBean
maintains user information including preferences, credential information, submitted job history,
computational resources etc. The UserProfileBean is generally instantiated with session scope
to persist for the duration of the user’s transactions on the portal.

Job Submission

The JobBean is a very simple bean that contains all the necessary properties used in submitting
a job including memory requirements, name of executable, arguments, number of processors,
maximum wall clock or cpu time, queue to submit to, etc. A JobBean is passed to a JobSubmis-
sionBean that is responsible for actually launching the job. Two varieties of the JobSubmission-
Bean currently exist. The GramSubmissionBean will submit a job to a Globus gatekeeper that
can run either interactively or to a scheduling system if one exists. The GSISSHSubmissionBean
is supported for hosts that have installed GSISSH and is used to submit interactive jobs. After
a job is sumitted, a JobInfoBean can be retrieved that contains various submit information
including time stamp of the job submitted, a Job ID that can be used to identify an active job,
the status of the job, job output, etc. The JobHistoryBean is intended to store multiple JobInfo
beans providing a history of information from jobs that have been submitted and can be stored
in the user’s profile.

File rans er

Currently, the ability to transfer files is provided by the FileTransferBean interface. Both
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GSIFTPTranferBean and the GSISCPTransferBean securely copy files from source to desti-
nation hosts using the user’s delegated credential. The GSISCPTransferBean requires that
GSISSH be deployed on machines to which file transfer via GSI enhanced scp is desired. The
GSIFTPTransferBean implements a GSI enhanced FTP in pure Java and is also capable of
third-party file transfers.

In ormation Services

The MDSQueryBean provides methods for querying an LDAP server by setting and retrieving
object classes and attributes such as operating system type, memory, cpu load for various re-
sources. Currently, the MDSQueryBean takes advantage of the Java CoG which uses JNDI for
communicating with LDAP.

Download

The latest release of the GPDK is accessible off CVS from http://www.cyclic.com. Please
contact the author for access at novotny nlanr.net. GPDK comes with the Grid service beans
mentioned above as well as sample JSP pages demonstrating their use as a simple, no-frills,
portal. Complete README and INSTALL documents can be found as well as a users’ guide.
The GPDK has been packaged using the ANT XML Makefile utility, see http://jakarta.
apache.org/ant/index.html. In one step, the GPDK is compiled and deployed to an existing
Tomcat installation, where it can be accessed from the Web.

Current Pro ects and Future Directions

The GPDK is currently being adopted by several portal projects developing both user and
application portals:

e The goal of the NASA IPG Launchpad User Portal is to allow users to easily submit and

monitor jobs among various IPG resources, see http://www.ipg.nasa.gov ;

e The Cactus Portal effort is aimed at providing a Web interface to allow users to easily compile

and run Cactus with various configurations, see http://www.cactuscode.org. Cactus provides
using the Information Services Beans to provide users with useful information to finding

the most optimal. The Cactus team have now written their own portal;

e The Chemical Engineering Workbench is currently evaluating MyProxy and the GPDK for its

portal allowing users to simulate and model chemical engineering processes;

e A few other portal projects just getting started are currently evaluating the GPDK as a

framework for accessing Grid services.

ore a out ot are Installation and Con wuration

In this section, we outline the process used to install the software components that DSGPortal
is developed with. Unavoidably there will be some system specific description, however, this
section will serve as a useful reference for performing other installations.

.1 So tware Components escription

A brief description of the software used to develop DSGPortal. The software download sites are
in Table 1.

Software Web Site Version Installed Apache www.apache.org 1.3.20 SSL www.openssl.org

SSLeay www.globus.org/toolkit/download 0.9.0b mod_ssl www.modssl.org 2.8.4 mod_perl per-
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l.apache.org 1.26 MM www.engelschell.com/sw/mm/ 1.1.3 mod_bandwidth www.cohprog.com/mod_bandwidth
latest PHP www.php.net 4.0.6 GridPort gridport.npaci.edu/downloads/ 0.9b MyProxy ftp.ncsa.uiuc.edu/aces/r
0.2alpha3 GSI and Globus www.globus.org/toolkit/download latest (1.1.3) Table 1: Software

Location and Version

1. Apache Server

Apache provides a popular Web server. According to the survey reported in September 2001 by
Netcraft Web server [19], the Apache httpd (HTTP daemon) is used on more than 50following
highlights some desirable features of Apache:

Fast and efficient Web server,

Fast interface to Perl scripts using FastCGI [25] option,

Extensible - you can write your own "modules” for Apache,

Secure sockets layer (SSL) support for secure transactions,

Virtual Web hosting - can have multiple web sites on one host,

Proxy server - can be a caching proxy server,

Automatic correction of misspelled URLs,

Dynamic rewriting of URLs with user-defined rewrite rules,

Well-documented Application Programming Interface (API),

Many contributed modules for interfacing to other programs, such as database servers.
2. OpenSSL/SSLeay and mod._ssl

To include SSL support with the Apache Web server, OpenSSL/SSLeay must be installed.
mod ssl is a module that adds SSL support to Apache. Alternately, one could use the apache-
ssl patch. However, mod_ssl seems to be a newer and cleaner way in which to integrate SSL
into Apache. In addition, mod_ssl can be used as a Dynamic Shared Object (DSO), which is
the recommended configuration. Using mod_ssl (and SSL), a single Apache server can be used
for both standard http (port 80) and secure https (port 442) connections.

3. mod_perl

mod_perl module is an embedded Perl interpreter for Apache. It enables Apache to execute
Perl CGI scripts itself and for Apache modules to be written in Perl. Note that mod_perl is not
necessary for using Perl CGI scripts with Apache. CGI scripts written in Perl can be used with
Apache if a Perl interpreter is installed. The advantage of using mod_perl module is that calls to
an external Perl interpreter are not needed. As a consequence, Perl CGI scripts can run faster.
In addition, it also enables Perl CGI scripts to be persistent (stay alive between) HTTP calls.
The disadvantage of mod perl is that it makes the httpd executable and many Apache utility
programs much larger. The FastCGI project is another way of making CGI scripts execute
faster.

4. Shared Memory Libarary (MM)

MM is a shared memory library that is optional for Apache. MM enables mod_ssl module to
use a fast memory-based session cache instead of a disk cache.

5. mod_bandwidth
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mod_bandwidth is an optional module for Apache that enables the setting of server-wide or per
connection bandwidth limits, based on the directory, size of files and remote IP/domain.

6. PHP - Hypertext Preprocessor Scripting Language

The PHP language is an HTML-embedded scripting language which can be directly integrated
into the Apache http server for flexible HTML scripting. PHP pages usually have an extension
of .php or .php3 instead of .html.

The PHP approach is different from most CGI scripting languages. With a typical CGI script,
a program can output an HTML page, including all the HTML commands needed to display it
on the client’s browser. With PHP, the commands to do the actual work are embedded inside a
HTML page, which the Apache server processes before sending it to the client. Another feature
of PHP is that it can be used as an interface between Apache and MySQL. This is useful for
DSGPortal to provide database services in an easy to implement manner.

7. GridPort

GridPort is a collection of services, scripts and tools that allow developers to connect Web-based
interfaces to the Grid. The scripts and tools provide consistent interfaces between the underlying
infrastructure and security, and are based on Grid technologies such as Globus and standard
Web technologies such as CGI and Perl.

8. MyProxy

See Section 4.4 of this document for a description of MyProxy software.

9. Globus and GSI

See [26] for the details of Globus and GSI middleware toolkit. 5.2 Installing and Compiling

In this section, we outline the installation and compilation procedures. However, we will not
describe the installation process for GSI/Globus here as they have been documented elsewhere
[26].

The web-server was platform is a Red Hat 6.2 based system, with Linux kernel 2.2.19 (compiled
from scratch) running on a Pentium III 1GHz with 256 MBytes of DRAM. The following exam-
ples also assume the system, which the software packages are going to be installed, is equiped
with the standard UNIX command utilities such as gzip, tar, gcc,and etc.

1. Download and unpack software packages. e.g.,
gzip -dc packagename.tar.gz  tar xvf or
gzip -dc packagename.tgz  tar xvf

Note: It is helpful if these software pakages share the same parent directory, e.g., /usr/local/src.
GridPort can be installed in a separate directory, e.g., /usr/local/portal.

2. Pre-configure Apache.

cd apache_1.3.20 CC gcc CLFAGS -O ./configure —prefix /usr/local/apache —datadir /home/httpd
cd ..

Note: Required to reconfigure Apache later.
3. Configure and build SSL.

If using SSL with Apache, OpenSSL or SSLeay should be installed prior to mod _ssl installation.
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To install SSLeay,

cd SSLeay-0.9.0b perl util/perlpath.pl /usr/bin/ ./Configure linux-elf make clean make depend
make make rehash make test make install cd ..

Note: If Perl is not installed in /usr/local/bin then execute the line command util/perlpath.pl
perl path to fix the paths in all the perl scripts that come with the SSLeay distribution.
On a non-Linux system, run ./Configure platform . If not sure what platform to use, run
./Configure (without an arguement) to find out what is suitable.

Alternately, you could install OpenSSL,

CC gcec CFLAGS -0O2 ./config —prefix /usr/local/openssl make make test make install cd ..
4. Configure and build MM for use with mod_ssl

cd mm-1.1.3 . /configure —disable-shared make cd ..

5. Configure and build mod_ssl.

cd mod_ssl-2.8.4 CC gcc CLFAGS -O ./configure —with-apache ../apache_1.3.20 —with-ssl /usr/local/ssl

—~with-mm ../mm-1.1.3 —enable-shared sslcd ..

Note: If SSL was installed in a different directory than /usr/local/ssl, it will be necessary to
replace it with the appropriate directory. To be sure that the compiler finds the SSL librarry,
add LDFLAGS -R/usr/local/ssl/lib when compiling the code. If SSL certificates have already
been obtained for the server to use, then include the following options to configure:

—with-crt /path/to/your/server.crt —with-key /path/to/your/server.key

The certificate location can be changed in the httpd.conf file later. If there are no certificates,
then build them after ”make” of Apache (see below). However, they will be self-signed certificates
and hence not very trustworthy.

6. Configure and build mod_perl.

cd mod_perl-1.26 PATH /usr/bin: PATH /usr/bin/perl-I/usr/lib/perl5 Makefile. P APACHE_SRC

EVER THING 1 USE_APACI 1 PREP.HTTPD 1 DO_HTTPD 1 make make test make
install  this requires privelage in install in /usr/lib/perl5 cd ..

Note: This will install mod_perl files and documentation in /usr/local, and adds code to the
Apache modules source tree. We explicitly set the PATH and used "perl -1 ...” to ensure that the
mod_per] uses the Perl in /usr/bin, instead of the older Perl package in /usr/local/bin and/or
/usr/perl5.

7. Configure and build PHP.

cd php-4.0.6/ CC gcc CFLAGS ’-02-I/usr/local/ssleay/include’ ./configure —prefix /usr/local/php

../ apacl]

—with-apache ../apache_1.3.20 —with-config-file /etc/httpd —with-mysql —with-openssl /usr/local/ssl

—with-ldap /usr/local/ldap —enable-memory-limit yes —enable-debug no —enable-force-cgi-
redirect —enable-discard-path —enable-trans-sid make make install cd ..

Notes on configuration:

The above example configured PHP to support MySQL, LDAP, and SSL and placed the PHP
configuration script in /etc/httpd directory. For security reasons, the example has configured
PHP to enable the security check for internal server redirects (—enable-force-cgi- redirect) and
enable the PHP CGI binary to be safely placed outside of the web tree (- enable-discard-path).
In addition, the example also enables transparent session id propagation and limits PHP memory
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usage.
8. Configure and Build Apache.

cd apache_1.3.20 CC gecc CFLAGS -O LDFLAGS -R/usr/local/ssl/lib:/usr/local/lib SSL_BASE /usr/loca
./configure —prefix /usr/local/apache —libexecdir /usr/local/apache/sbin —datadir /home/httpd
—runtimedir /var/run —logfiledir /var/log/httpd —proxycachedir /var/cache/httpd —sysconfdir /etc/httpc
—enable-module all —enable-shared max —activate-module src/modules/perl/libperl.a —activate-

module src/modules/php4/libphp4.a —enable-rule EAPI —disable-module auth_-dbm —enable-

suexec —suexec-docroot /home/httpd/htdocs —suexec-caller httpd —suexec-logfile /var/log/httpd/suexec_l
—suexec-uidmin 200 —suexec-gidmin 200 —suexec-safepath ”/usr/local/bin:/usr/bin:/bin”

make make certificate T PE custom make install cd ..

Notes on configuration options:
—logfiledir /var/log/httpd

Many hosts like to run an application that summarizes Web usage statistics, such as Webalizer
[1], which puts the statistics summary in an HTML page. So its convenient to have the log files
in the standard system log directory. In addition, the log files and other runtime output from
the Apache server will go in /var/logs/httpd.

—datadir /home/httpd

This causes the icons, cgi-bin, and htdocs directories to be placed in /home/httpd. It is logical
that these should be in the same tree since they are the ”content” part of a web site.

—enable-module all —enable-shared max

To create a shared module (DSO), includes both the -enable-module and -enable-shared lines.
The -enable-module all directive is used to enable all modules. Currently this is ’all’ minus
the modules ’auth_db’, 'log_agent’, "log_referer’, ’example’, 'so’ and 'mmap_static’. The -enable-
shared is used to enable DSO on all modules except the bootstrapping ’so’ module. However,
the usage of any -enable-shared mod_name option automatically implies a -enable-module so
option because the bootstrapping module mod_so is always needed for DSO support.

—activate-module src/modules/perl/libperl.a —activate-module src/modules/php4/libphp4.a
To add perl and php4 library file into the configuration file on-the-fly.

—enable-suexec —suexec-caller httpd —suexec-logfile /var/log/httpd/suexec_log —suexec-uidmin 200
—suexec-gidmin 200 —suexec-safepath ” /usr/local/bin:/usr/bin:/bin”

The —enable-suexec option is used to enable the suEXEC feature by building and installing the
?suexec” support program. The suEXEC features provides Apache users the ability to run CGI
and SSI programs under user IDs different from the user ID of the calling web-server. Normally,
when a CGI or SSI program executes, it runs as the same user who is running the web server.
The - -suexec-caller is used to set the allowed caller user id, in this case httpd, to execute the
program. —suexec-uidmin 200 and —suexec-gidmin 200 are to set the minimal allowed to be
a target user (UID) and to be a target group (GID) for suEXEC. —suexec- logfile is to set the
logfile to which all suEXEC transactions and errors are logged; and, — suexec-safepath is set
the safe shell PATH for the suEXEC feature. It is also important to note that at least one
—suexec-xxxx option has to be provided together with the —enable- suexec option to let APACI
accept your request for using the suEXEC feature.

Note on making certificate:

The make certificate T PE custom line is used to generate a custom server certificate and a
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private key. The Apache’s Makefile is capable of generating different types of server certificate.
The supported types are dummy, test, custom and existing. The instructions on which type to
select is output at the end of make. Here are the resulting files from the make certificate line:

conf/ssl.key /server.key The PEM-encoded RSA private key file which is used with the ’SSLCer-
tificateKeyFile’ directive (automatically done when you install via APACI). It is important to
KEEP THIS FILE PRIVATE

conf/ssl.crt/server.crt The PEM-encoded X.509 certificate file is used with the *SSLCertifi-
cateFile’ directive (automatically done when you install via APACI).

conf/ssl.csr/server.csr The PEM-encoded X.509 certificate signing request file can be sent to
an official Certificate Authority (CA) in order to request a real server certificate. When you
received a real certificate, you can replace it with the conf/ssl.crt/server.crt file.

9. Configure and build MyProxy.

cd myproxy-0.2alpha3/ CC gcc CFLAGS -02 ./configure —with-prefix /usr/local/myproxy
—with-myproxy-server-path /usr/local/myproxy/server —with-myproxy-tools-path /usr/local/myproxy/tools
—with-myproxy-client-path /usr/local/myproxy/client —with-gsi /usr/local/globus make make

install cd ..

Note: In order to build the MyProxy software a version of the Grid Security Infrastructure
(GSI) that has been modified to support encrypted user sessions is needed. To compile and
install GSI software, follow the instructions from the ”Stand-Alone Grid Security Infrastructure
Web page” (www.globus.org/security/v1.1/standalone.html). If using globus-1.1.x, it is still
necessary to install GSI since the default down-loadable version of Globus does not have the
encryption enabled in the GSI APIs. In the above example, we installed MyProxy server, client,
and tools programs into diffirent directories. There is no particular reason why executables
were installed in different directories. MypProxy executables could be installed in a common
directory. However, it is important that MyProxy server program should only be installed in a
secure machine.

The installation produces the following executables:

client/myproxy-init: a client program to delegate a credential to the myproxy- server. This
program runs on the machine where the user’s private key and certificate are stored.

client /myproxy-destroy: a client program to allow users to delete their credentials from the
mMyproxy-server.

server/myproxy-server: a server daemon typically managed by a site or application group to
manage users’ credentials.

tools/myproxy-get-delegation: a client program that gets invoked on the Web server to retrieve
a credential for the designated user for a selected amount of time.

Post- nstallation Con guration

5.3.1 Apache
1. Modify apachectl

The /usr/local/apache/bin/apachectl file is used to start, stop, or restart Apache. If using
shared modules (DSOs), then set the LD_.LIBRAR _PATH to include the library directories
required by those modules. To see what is needed, try:
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cd /usr/local/apache unsetenv LD_LIBRAR _PATH (C-shell syntax) ldd bin/httpd 1dd libex-
ec/

If any of the libraries are ”not found”, then add their locations to apachectl.

2. Test Apache

To test Apache, enter the command:

/usr /local/apache/bin/apachectl start

Connect to the server using a Web browser from another host. Next try:
/usr/local/apache/bin/apachectl stop /usr/local/apache/bin/apachect! startssl

Connect to the server using a Web browser with https://hostname. The browser may display
a dialog box about an untrusted certificate first. It should then ask whether to accept, or not,
a new site certificate, displaying the organization data you entered during certificate creation,
then display the Apache default home page.

3. To start Apache during system startup, copy or symbolically link the apache startup script
/usr/local/apache/bin/apachectl to the appropriate systems startup directory; for example, on
RedHat Linux system,

In -s /usr/local/apache/bin/apachectl /etc/rc.d/init.d/apachectl In -s /etc/rc.d/init.d/apachect]
/etc/rc.d/rcb.d/SXXapache In -s /etc/rc.d/init.d/apachectl /etc/rc.d/rcb.d/KXXapache

where XX is the number between 00 and 99.

A link is a prefereable way. To start both httpd on both port 80 (normal) and port 443 (secure)
the apachect]l command uses ”apachectl startss]”. However, when RedHat Linux boots, it will
issue "rch.d/SXXapache start”. It is therefore necessary to change ”start” to "startssl”. An
easy way is to make SXXapache a simple shell script that calls apachectl:

/bin/sh APACHE /usr/local/apache/bin/apachectl  replace this
if[ -x APACHE |; then echo 0: APACHE not found exit 1; fi

case 1 in’stop’) APACHE stop ;; 'start’) APACHE startssl ;; 'restart’) APACHE restart ;;
esac

4. Apache Configuration File (httpd.conf)
Below are notes on some parameters that DSG changed in the Apache configuration file httpd.conf.
User apache Group apache

Change the defaults from "nobody” to "apache” and create an "apache” user id and group id.
The advantage of not using "nobody” is that it will (somewhat) more safely allow the Apache
daemon to write to certain files and locations.

ExtendedStatus On

Commented out ( ) to not use ExtendedStatus (the default). It is not necessary and wastes a
lot of disk space and cpu time.

Directory /home/ /public_html AllowOverride FileInfo AuthConfig Limit AllowOverride
None  Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec Options Multi-
Views Indexes IncludesNoExec Limit GET POST OPTIONS PROPFIND Order allow,deny
Allow from all /Limit Limit PUT DELETE PATCH PROPPATCH MKCOL COP MOVE
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LOCK UNLOCK Order deny,allow Deny from all /Limit /Directory

This prevents users from utilising symbolic links in their homepage directories, which is a security
problem. It also makes the users’ homepage directory read-only, even if the permissions on the
files are set to read, write and executable (666), and prevents the user from utilising an htaccess
file to override any of these settings.

The SymlinksIfOwnerMatch option could be used in user home-page directories. This would
let users create symbolic links to their own files in other directories, but not to files owned by
someone else.

IfModule mod_dir.c DirectoryIndex index.html index.htm INDEX.HTML INDEX.HTM in-
dex.php3 INDEX.PHP3 index.php INDEX.PHP /IfModule

Specifies the name of the directory index file. Here, the file names are listed in both lower and
uppercase for the benefit of Windows users who might be using ”.htm” instead of ”.html”, or
use capital letters instead of lowrercase letters.

It may also be necessary to include (with caution): ”index.shtml” and ”index.cgi”.
AddHandler server-parsed .shtml

Uncomment the above line to use server-parsed HTML files.

Pro

1. Several points stated in the INSTALL file from MyProxy source distribution are highlighted.

myproxy-server should be installed on a well-protected host. The host should be secured to
the level of a kerberos KDC, that is limited user access, limited services, well monitored and
maintained in terms of security patches.

It is possible to run a myproxy-server using a non-host certificate. In order to do so, the private
key of the certificate will either need to be non-encrypted or it will be necessary to request a proxy
certificate for the server to use. If using the key and certificate directly and they are not in the us-
er default locations (e.g., (HOME)/.globus/usercert.pem and (HOME)/.globus/userkey.pem)
the environment variables X509 USER_CERT and X509 USER_KE to the paths of the cer-
tificate and key files respectively need to be set before running myproxy-server. This can be
accomplish in the following way:

on server side export X509_-USER_CERT ’/etc/grid-security /apachecert.pem’ export X509_USER_KE /e
security /apachekey.pem’

If running myproxy-server using non-host certificate, this needs to be advertised to the client.
This is done by setting the environment variable M PROX _SERVER_DN to the DN of the
certificate being used by the server.

using host cert and key  on client side set export M PROX _SERVER ’your MyProxy
Hostname ’ export M PROX _SERVER_DN °’your MyProxy server host dn ’

The M PROX _SERVER is an environment variable to tell the client programs the hostname
where the myproxy-server is running.

2. Running into errors.

If the following error occurs when running myproxy-init program,
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error in myproxy_authenticate_init(): Error authenticating: Some Other GSS failureError read-
ing token

This implies globus-proxy-init has not been run yet . globus-proxy-init must be run before you
running myproxy-init.

If the following error occurs when running myproxy-init or myproxy-get- delegation programs,
error in myproxy_send_request(): Error writing: Some Other GSS failure

This implies MyProxy is not compiled with the GSI encrypted version. Recompile MyProxy
with the GSI encryted version. Alternately, one could run a non-encrypted version of MyProxy.
However, it is highly NOT recommended. To run an non-encrypted version of MyProxy, edit
the line in files myproxy.c and myproxy_server.c:

Change

GSI_SOCKET _set_encryption(attrs- gsi_socket, 1);
To

GSI_SOCKET _set_encryption(attrs- gsi_socket, 0);

This essentially turns off encryption. Again, it is NOT recommended if one is running a pro-
duction myproxy-server.

ridPort nstallation and Con guration

Installing GridPort is quite straight forward. The following are some of the actions to undertake:

1. Unpack and install GridPort outside of the Web portal directory. e.g., in /usr/portal. The
reason for doing so is security.

2. Set the Perl executable path.

GridPort’s CGI scripts use ’/usr/local/bin/perl’ as their default Perl path. However, the default
Perl path on RedHat Linux system is in ’/usr/bin/perl’. The following shell script could be used
to fix the path:

/bin/sh for iin find.  xargs grep ’/usr/local/bin/perl’ ; do if [x” i”  x” 0” |; then mv
i iold sed ’s/sed ’s/usrlocalbinperl/usrbinperl/g’ i.old  i; fi done

Note: Run the shell script inside GridPort directory:

3. Set the Perl variable whoami to the correct whoami executable in the following files:
gridport/services/authentication/gridport_cleanup.cgi
gridport/services/authentication/gridport_sessionInfo.cgi
gridport/services/authentication/gridport_authen.cgi
gridport /services/authentication/gridport_user_login.cgi
gridport /services/authentication/gridport_user_logout.cgi

Note: Using the above shell script (with slight modification), the DSG were able to set the
variable to the correct path in just one command.
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4. Set the path of /usr/bin/ps and /usr/local/bin/gzip to the correct executable in the following
file:

gridport/services/authentication/gridport_user_login.cgi”.

5. GridPort distribution is missing the myproxy.cgi file. The DSG created a script based on the
sample myproxy-get-delegation CGI script from MyProxy distribution:

/usr/bin/perl -w

use strict
use Expect
Expect:: og Stdout 0 close Expect stdout

myproxy get delegate username password hostname time

sub myproxy get delegation
get parameters
my password user server proxy ile

set up con igurations
my myproxy tools bin /usr/local/myproxy/tools/bin
my program myproxy tools bin . myproxy-get-delegation

local E P SE E your machine

build args lists.
my args user . server . proxy ile

use expect to run the command
my cmd ilehandle Expect- spawn program args

unless cmd ilehandle- expect O Enter yProxy Pass
Phrase:
return O

enter the myproxy passphrase
print cmd ilehandle passwordn
unless c¢md ilehandle- expect O proxy has been

received
return O

close the ilehandle to the command
cmd ilehandle- so t close

return
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5.4.1 Example of Using GridPort
Based on GridPort, the DSG created a set of CGI scripts for DSGPortal. To illustrate the use

of GridPort, the login.cgi script is included here as an example:

/usr/bin/perl

use CG w/:standard/

EG
i de ined SE CE T
CT login/cgi-bin
CU ET pwd
SE CE T rest split / cT / CU ET

chomp SE CE T

i de ined G SC FG
G SC FG SE CE T . /cgi-bin/global vars.cgi
re uire G SC FG
re uire
G P TH E /services/authentication/gridport user login.cgi
uery new CG
username uery- param username
password uery- param password
portalname uery- param portalname
successurl uery- param successU
ailedurl uery- param ailedU
authtype uery- param authtype

authstatus 0

i using myproxy login

i authtype /true/
authstatus myproxy login username password portalname
else
authstatus login wusername password portalname
i authstatus
i successurl e

print header
start html ou have success ully login
h ou have success ully login
print p Click on the link to access the services
else
print Content-type: text/plainn
print ocation: successurlnn
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else
i ailurl e
print header
start html ou have T success ully login

h ou have T success ully login
print p Please try again
else
print Content-type: text/plainn
print ocation: ailedurlnn

exit

inal word on nstallation and Con guration

The information on installation and configuration can be obtained by reading the README
and INSTALL files included with the various software modules. This section is by no means
a replacement of those files. However, it is useful in the cases where the installation did not
proceed as well as described in their text or the installation procedure was not as well defined
as would be expected. In addition, it also has the added benefit of being a sequential document
which should hopefully be easier to follow and understand than a large number of README
files.

Conclusions

Currently at least six different portal building efforts exist, including NCSA, SDSC, the NASA
IPG, CLRC and two other application-specific portals, which are taking advantage of the security
mechanism provided by MyProxy. Development is under way to provide a Java Bean interface
to access the myproxy-server. Portal developers will in the future be able to construct more
complex Web portals that can manage user preferences and sessions via Java Server Pages using
the Grid Portal Development Kit (GPDK).

The Portal architecture which has been widely adopted until now is however primitive and
limited in flexibility. It requires the user to have created a proxy certificate by issuing the
MyProxy myproxy-init command on a platform holding a valid user credential and client
credential. The time-limited proxy may then be retrieved (delegated) using a new password
from a Web browser on any Internet machine. Security implications mean that the expiry time
of the delegated proxy should be very short. This mechanism is possibly most useful in the
case that the client platform (holding the credentials) is the same as the one running the Web
browser.

The complexity of carrying out these installations and proliferation of client-server interactions
is likely to hinder widespread adoption of this technology. Web services, now becoming common
in e-Business, may provide alternatives.

Moreover a Web portal will be set up to talk to an individual myproxy-server. This means that
a Globus client must store a proxy credential on exactly the server that is later to be used. If
you want to use several different Web portals this makes the procedure rather unsatisfactory
both from the management and scalability point of view.
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The portal must be able to retrieve a proxy certificate from a specific location. This certificate
contains the full chained credentials of a permitted Grid user. It is important that the Portal
maintains these certificates correctly as there are otherwise many possible security loopholes. It
may even be possible to set up GASS servers to retrieve proxy certificates from remote machines.
This is why they are normal time-limited.

One problem with CGI technology is that it is “stateless”. This means that credential informa-
tion must be obtained each time a CGI program runs. Since however Web browsers and Globus
both use the same underlying SSL layers some other mechanism should be possible. This is
again already in place in Web services applications.

There is currently no mechanism in Globus for machines to publish information about what
applications they have running and the location of them and or their licenses. This would be a
very useful addition to the information available from an LDAP search, and is being considered
for the next release of Globus. We have serious reservations about this and may concieve of an
alternative Web-based mechanism which would permit search engines to fuction effectively on
Grid component meta-data.

It would be possible to publish machine status information via LDAP (or at least publish the
list of query scripts and their locations) so that a fully dynamic HotPage could be written. An
alternative is to make available a script on every machine in a standard location available via
ssh which would provide this information in a similar way to the current HotPage method. This
would simplify the installation of HotPage itself as the remote scripts could be changed on the
fly and multiple configuration files would no longer be necessary. We suggest using /opt for this
purpose. A GIIS search would then dynamically yield a list of machines and a queries to the
script on each would provide information about what services and information they provide and
their status.
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a le CGIC scri t and ro ra usin Glo us resource
disco er

We give an example of searching the GIIS server for information about a particular machine
selected from a Web form. Note the form could be generated automatically by interrogating the
GIIS for available resources.
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